
 

Hot Tip #13 
  

How to Avoid Network Security 
Breaches  
  
According to Network World, most network managers are making the same 
mistakes over and over again. The mistakes resulted in corporate security 
breaches, and many of these mistakes are easy to avoid.  
  

In 2008, experts analyzed 90 security 
breaches that represented 285 million 
compromised records, most of the 
incidents involved identity theft by 
organized crime. What's surprising is 
these security breaches were often the 
result of network managers forgetting 
to take obvious steps to secure their 
systems, particularly non-critical 

servers. Here are the top two mistakes that result in a security breaches and 
how to avoid them :  
  
1. Not changing the default passwords on all network devices. 
According to the experts' study, more than half of the records that were 
compromised last year were the result of using a default password on a 
network device. This mistake can be easily avoided by changing the 
password on all network connected devices. 
  
2. Sharing a password across multiple network devices. 
IT departments often use the same password across multiple servers, and 
more than one person knows the password. Even if it is a strong password, 
once shared, all the systems are at risk. 
  
If you are concerned about your company's network security, you may want 
to consider our NetManage products to take the burden of managing your 
network off your shoulders so you can focus on your core business and let 
our experts worry about your network. 
  

Visit www.its-omni.com/NetManage for more information 
  
Source : NetworkWorld.com 

 

 



 

ITS realizes that these days all businesses are looking for ways to save money and improve efficiencies.  In response to this, 
ITS has put together "Hot Tips" mailings with the goal of providing our customers tips on how to save money or improve 
efficiencies in their business. You can look forward to a new Hot Tip in your mailbox every month. 
  
At ITS, we truly value our customers and are committed to helping you with your communications and networking solutions 
by being your telemanagement expert so that you can focus on what you do best and not worry about technology getting in 
the way. If you have ideas you would like us to explore further or would just like to send us feedback, please send an email 
to HotTips@its-omni.com.    
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